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Antes de tocar nada

Backup completo
De¹ca²gaśc�¯paśdeś²�b�Á¹ĲÁãÁśäśĲlÁacce¹¹śa�Áe¹śdeścÇa�±Çpe²ś
��dpfpcacp��ĲśGÇa²daśÝe²¹p��śfÇ�cp��a�Ĳ

Identifica tu servidor
A¯acleśÇ¹aśĲlÁacce¹¹ĲśNGINXś²e±Çpe²eś¹e²Ýe²śb��c�¹ĲśC��fp²�aśa�Áe¹ś
deśa¯�pca²ś²eg�a¹Ĳ

CDN activo
SpśÇ¹a¹śC��Çdf�a²eśÇś�Á²�śCDNĳś¯a²Áeśdeś�aścacléśäś²edp²eccp��e¹ś¹eś
ge¹Áp��a�śde¹deś¹Çś¯a�e�Ĳ

Acceso necesario:śPa�e�śdeśl�¹Áp�gś�śFTPś¯a²aśedpÁa²śa²clpÝ�¹Ĳś
Ve²pfpcaś¯e²�p¹�¹śa�Áe¹śdeśc��Áp�Ça²Ĳ
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robots.txt mínimo recomendado

User-agent: *
Disallow:
Sitemap: https://[[tudominio.com]]/sitemap.xml

Configuración básica segura

Pe²�pÁeś²a¹Á²e�ś¯�²śdefecÁ�śäśdec�a²aśÁÇś¹pÁe�a¯ĲśN�śb��±Çee¹ś
²ecÇ²¹�¹śc²rÁpc�¹ś¯a²aś²e�de²pìad�Ĳ

NÇ�caśb��±Çee¹ĴśĿÞ¯ŉc��Áe�ÁĿÇ¯��ad¹ĿĳśĿĽĲc¹¹ĳśĿĽĲ�¹ĲśG��g�eś�ece¹pÁaś
e¹Á�¹śa²clpÝ�¹ś¯a²aś²e�de²pìa²śc�²²ecÁa�e�ÁeĲ

User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php
Sitemap: 
https://[[tudominio.com]]/sitemap.xml

Bloqueo opcional de admin

Spśde¹ea¹ś²e¹Á²p�gp²śĿÞ¯ŉad�p�Ŀś¯e²�ś
�a�Áe�e²śfÇ�cp��a�pdadśAJAXĴ
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Errores comunes de robots.txt

Bloquear /uploads/
La¹śp�áge�e¹ś��śa¯a²ece�śe�śG��g�eśI�áge�e¹Ĳś
E�p�p�aś²eg�a¹śc���śDisallow: /wp-content/uploads/

Bloquear CSS o JavaScript
G��g�eś��ś¯Çedeś²e�de²pìa²ś�aś¯ágp�aś
c�²²ecÁa�e�ÁeĲśPe²�pÁeś/*.cssśäś/*.jsś¹pe�¯²eĲ

No declarar Sitemap
Facp�pÁaśe�ś²a¹Á²e�śa�adpe�d�ś�aś�r�eaśSitemap:śc��ś�aś
URLśc��¯�eÁaśdeśÁÇś¹pÁe�a¯śXMLĲ

Sintaxis incorrecta
E¹¯acp�¹śeãÁ²aś�ś²ÇÁa¹ś�a�śf�²�ada¹ś²��¯e�ś²eg�a¹Ĳś
Va�pdaśe�śSea²clśC��¹��eśÁ²a¹śca�bp�¹Ĳ
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Redl«eccl��e¯ × HTTPS e� .h·acce¯¯
S���ś¯a²aś¹e²Ýpd�²e¹śA¯acleśc��śce²Ápfpcad�śSSLśacÁpÝ�śŃLeÁŚ¹śE�c²ä¯ÁśÇś�Á²�ńĲśE�pgeśuna única variante canónicaĴśÞÞÞś
�ś¹p�śÞÞÞĲ

RewriteEngine On
RewriteCond %{HTTPS} off [OR]
RewriteCond %{HTTP_HOST} ^www\.(.+)$ [NC]
RewriteRule ^ https://%1%{REQUEST_URI} [L,R=301]

Forzar HTTPS sin www

RewriteEngine On
RewriteCond %{HTTPS} off [OR]
RewriteCond %{HTTP_HOST} !^www\. [NC]
RewriteRule ^ https://www.%{HTTP_HOST}%{REQUEST_URI} [L,R=301]

Forzar HTTPS con www

Importante:śT²a¹śa¯�pca²śca�bp�¹ĳś�p�¯paścaclé¹śdeśl�¹Áp�gśäśCDNĲśVe²pfpcaś²edp²eccp��e¹śc��śle²²a�pe�Áa¹ś
c���śRedp²ecÁśClec�e²Ĳ
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C��¨«e¯l�� × caché e� .h·acce¯¯

AddOutputFilterByType DEFLATE text/plain 
text/html text/xml text/css application/javascript 
application/json image/svg+xml

C��¨«e¯l�� c�� ��d_def�a·e

RedÇceśÁa�a��śdeśa²clpÝ�¹śÁ²a�¹fe²pd�¹ĲśMÇcl�¹ś
l�¹Áp�g¹śäaś��śacÁpÝa�ĵśeÝpÁaśdÇ¯�pca²ś²eg�a¹Ĳ

Compatibilidad:śRe±Çpe²eśA¯acleśc��ś��dōdef�aÁeśäś
��dōfp�Áe²ślabp�pÁad�¹Ĳ

ExpiresActive On
ExpiresByType text/css "access plus 7 days"
ExpiresByType application/javascript "access plus 7 
days"
ExpiresByType image/webp "access plus 30 days"
ExpiresByType image/png "access plus 30 days"
ExpiresByType image/jpeg "access plus 30 days"
ExpiresDefault "access plus 1 day"

Caché de �aÐegad�« c�� ��d_eÖ¨l«e¯

Defp�eśdÇ²acp��e¹ś¹egÈ�śf²ecÇe�cpaśdeśacÁÇa�pìacp��śdeś
a²clpÝ�¹śe¹ÁáÁpc�¹Ĳ

Spśca�bpa¹śa²clpÝ�¹śf²ecÇe�Áe�e�ÁeĳśÇ¹aśÝe²¹p��ad�śe�śURL¹Ĵś¹Áä�eĲc¹¹ĹÝ=÷øù
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NGINX, Proxy y CDN
01

Servidores NGINX
N�śÇÁp�pìa�śĲlÁacce¹¹ĲśT�da¹ś�a¹śc��fpgÇ²acp��e¹śÝa�śe�ś¹e²Ýe²śb��c�¹śde�ś
a²clpÝ�ś�gp�ãĲc��fś�ś¹pÁe¹ŉaÝap�ab�eĲ

02

Cloudflare y otros CDN
U¹aśPageśRÇ�e¹ś�śCacleśRÇ�e¹śde¹deśe�ś¯a�e�ĲśAcÁpÝaśřA�Þaä¹śU¹eśHTTPSřś
äśc��fpgÇ²aś�pÝe�e¹śdeścacléś¯�²śÁp¯�śdeśc��Áe�pd�Ĳ

03

Proxies inversos
SpśÁÇśl�¹Áp�gśÇ¹aś¯²�ãäśŃc��È�śe�śVPSśge¹Áp��ad�¹ńĳśc��fp²�aśd��deś
a¯�pca²ś²eg�a¹śdeśc��¯²e¹p��śäścacléĲ

N�ÁaĴśE�śa²±ÇpÁecÁÇ²a¹śc��¯�e�a¹ĳśc��¹Ç�Áaśd�cÇ�e�Áacp��śe¹¯ecrfpcaśde�ś
¯²�Ýeed�²śa�Áe¹śdeś��dpfpca²śc��fpgÇ²acp��e¹Ĳ
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Ve«lflcacl�� e� Sea«ch 
C��¯��e

Inspección de URL
U¹aśřP²�ba²śURLś¯Çb�pcadařś¯a²aśÝe²pfpca²ś±ÇeśG��g�eś¯Çedeś²e�de²pìa²ś
c�²²ecÁa�e�Áeś�aś¯ágp�aśc��śCSSśäśJaÝaSc²p¯Áśca²gad�¹Ĳ

Informe de Cobertura
ReÝp¹aś¯ágp�a¹śI�deãada¹śäśEãc�Çpda¹ĲśDeÁecÁaśb��±Çe�¹ś¯�²ś²�b�Á¹ĲÁãÁś�ś
e²²�²e¹śdeś²a¹Á²e�ś��śp�Áe�cp��ad�¹Ĳ

Envío de Sitemaps
E�ÝraśÁÇś¹pÁe�a¯Ĳã��śde¹deś�aś¹eccp��śc�²²e¹¯��dpe�ÁeĲśM��pÁ�²pìaśe¹Áad�ś
deś¯²�ce¹a�pe�Á�śäśe²²�²e¹śdeÁecÁad�¹Ĳ

E¹¯e²aśøúŉúþśl�²a¹śÁ²a¹śca�bp�¹śp�¯�²Áa�Áe¹ś¯a²aśÝe²śefecÁ�¹śc��¯�eÁ�¹ś
e�śp�f�²�e¹śdeśSea²clśC��¹��eĲ
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Chec}�l¯· ¨�« URL
Ve²pfpcacp�� E¹Áad�

Ca²gaśe�śHTTPSśc��śÝa²pa�ÁeśÈ�pcaśŃÞÞÞś�ś¹p�śÞÞÞń Ňśň

²�b�Á¹ĲÁãÁś¹p�śb��±Çe�¹śdeśCSSĿJSĿU¯��ad¹ Ňśň

SpÁe�a¯śdec�a²ad�śäśe�Ýpad�śaśSea²clśC��¹��e Ňśň

I�deãab�eĴś¹p�ś��p�deãĳśca���pca�śc�²²ecÁ� Ňśň

Re�de²śOKśe�śGSCś¹p�ś²ecÇ²¹�¹śb��±Çead�¹ Ňśň

C��¯²e¹p��śäścacléśacÁpÝa¹śŃ¹pś¯²�cedeń Ňśň

Medpcp��śC�²eśWebśVpÁa�¹ĴśLCPĿCLSĿINP Ňśň

7
P¼�·�¯ de c��·«��

Ve²pfpcaśÁ�d�¹śa�Áe¹śdeśc��¹pde²a²śc��fpgÇ²acp��ś
c��¯�eÁa

24h
Tle�¨� de ¨«�¨agacl��

E¹¯e²aś²aì��ab�eś¯a²aśÝe²śefecÁ�¹śe�śSea²clśC��¹��e
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T«�¼b�e¯h��·l�g × cle««e

Redl«eccl�� e� b¼c�e
ReÝp¹aś²eg�a¹śdÇ¯�pcada¹ś�ś
c��f�pcÁ�¹śe�ś�²de�śdeś
ReÞ²pÁeC��dĲśC��e�Áaś�r�ea¹ś
Ç�aśaśÇ�aś¯a²aśap¹�a²ś¯²�b�e�aĲ

403/404 ·«a¯ caché
PÇ²gaścacléśdeśCDNśŃC��Çdf�a²eńś
äśl�¹Áp�gĲśE¹¯e²aś¯²�¯agacp��ś
a�Áe¹śdeśdpag��¹Ápca²śc���śe²²�²ś
²ea�Ĳ

Ca�bl�¯ ¯l� efec·�
E�śl�¹Áp�gś¯Çedeś��śÇ¹a²śA¯acleś
�śpg��²a²śĲlÁacce¹¹ĲśC��ÁacÁaś
¹�¯�²ÁeśÁéc�pc�ś¯a²aśc��fp²�a²ś
a²±ÇpÁecÁÇ²aĲ

Permite rastrear y sirve rápido: base para que el SEO ocurra.

E¹Á�¹śfÇ�da�e�Á�¹śÁéc�pc�¹ś��śga²a�Ápìa�ś¯�¹pcp��e¹ĳś¯e²�śe�p�p�a�śba²²e²a¹śc��Ç�e¹ś±Çeśp�¯pde�śp�deãacp��śäś
²e�dp�pe�Á�ś�¯Áp��Ĳ

Má¹ś¹�p¯¯eÁ¹śe�śfabp�pĲ��e EÁp±ÇeÁaś@fabp�pdcś¹pśÁeśaäÇd�

N�Áaś�ega�ĴśI�¯�e�e�Áaśba��śÁÇś²e¹¯��¹abp�pdadĲśHaìśbac�Ç¯śa�Áe¹śdeścÇa�±Çpe²śca�bp�śe�ś¯²�dÇccp��Ĳ
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